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Manufacturing:

Maintaining Stability as Cyber
Threats Explode in Volume and
Sophistication
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Share of attacks by industry 2019-2023

Industry 2023 2022 2021 2020 2019
Manufacturing 25.7% 24.8 23.2 17.7 8
Finance and insurance 18.2% 18.9 224 23 17
Professional, business and consumer services 15.4% 14.6 12.7 8.7 10
Energy 11.1% 10.7 8.2 111 6
Retail and wholesale 10.7% 8.7 7.3 10.2 16
Healthcare 6.3% 5.8 5.1 6.6 3
Government 4.3% 4.8 2.8 7.9 8
Transportation 4.3% 39 4 5.1 13
Education 2.8% 7.3 2.8 4 8
Media and telecommunications 1.2% 0.5 25 5.7 10
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https://www.ibm.com/jp-ja/reports/threat-intelligence

Manufacturing

Professional, Scientific, and Technical Services
Construction

Retail Trade

Health Care and Social Assistance
Finance and Insurance

Public Administration

Educational Services

Information

Accommodation and Food Services
Arts, Entertainment, and Recreation
Mining, Quarrying, and Oil and Gas
Real Estate and Rental and Leasing
Wholesale Trade

Utilities
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Industry Percent out of Published Ransomware Attacks YoY Change in Number of Published Attacks

Manufacturing 29% +56%
Healthcare 1% +27%
Retail/Wholesale 9% -34%
Finance/Banking 7% -8%
Education/Research 6% -3%
Software vendor 6% -57%
Government/Military 6% +31%
Transportation 6% +40%
Insurance/Legal 5% -25%
Communications 5% +177%
Leisure/Hospitality 3% +0%
Consultant 2% -76%
Utilities 2% +186%
Energy 1% -25%
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